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U.S. Department of Commerce Privacy Impact Assessment
NOAA/NWS/Office of Water Prediction (OWP)

Unique Project Identifier: NOAAS8202

Introduction: System Description

[The Office of Water Prediction (NOAAS8202), is comprised of hydrologic capabilities that include a
production and operations capability, a research and development capability, and a capability that
houses general administrative functions. The production and operations capability consists of
products and services from modeling programs and data acquisition, processing, and dissemination
programs. There is logical separation between the production and operations capability and other
non-production capabilities. The research and development capability consists of applications for
field offices that involve applied research and software engineering in support of applications within
the NWS. The business administration capability includes office functions such as procurement,
property, time and attendance, and other functions needed to carry on the daily business of an office.

Address the following elements:

(a) Whether it is a general support system, major application, or other type of system

NOAAS8202, is a general support system

(b) System location
1) Silver Spring, MD
2) Chanhassen, MN
3) Hanover, NH (Chanhassen Web Alternate Site)
4) Tuscaloosa, AL

(c) Whether it is a standalone system or interconnects with other systems (identifying and

describing any other systems to which it interconnects)

Cold Regions Research Engineering Laboratory (CRREL) — Army Corps of Engineers
Level3 Networx — Level 3

NOAAO0550 - NOAA NWave WAN

NOAAS8860 - Weather and Climate Computing Infrastructure Services (WCCIS)
NWS One NWSnet
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(d) The way the system operates to achieve the purpose(s) identified in Section 4

NOAAS8202 OWP operates in the traditional client server model. Data is hosted on servers and
made available via various protocols such as HTTPS, FTP, SFTP and SSH.

(e) How information in the system is retrieved by the user
An individual may access information or products from our websites;
https://www.nohrsc.noaa.gov and https://hdsc.nws.noaa.gov/hdsc/pfds/. These websites contain
weather-related data (rainfall/snowfall amounts, temperatures, etc.).

(f) How information is transmitted to and from the system

Secure web-based protocol (HTTPS) is used within https://noaa.samanage.com to collect
employee information for creating user accounts. This data is not saved within NOAA8202.
HTTPS is used because it is a secure protocol allowing the protection of the data being
transmitted. System administrators, user who input the data, and member’s manager are the
only ones with permissions to these Samanage tickets and information involved.

(g) Any information sharing
The NWS collects and maintains PII for the following administrative purposes:

For emergency notifications: name, email, address, home telephone number, home email
address, and spouse's cell phone number.

For establishing IT system user accounts: name, office, government phone number, address and
email address.

Surveillance cameras at entry points are for additional security and images are stored on a
server in our system. Such images could be used for criminal law enforcement, if applicable.

Images captured could be federal employees, contractors, or the public. Card readers installed
and maintained at the Tuscaloosa location by the University of Alabama, through a service level
agreement between OWP and the university. The only information obtained by the card readers
is badge number and name.

(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information

5 U.S.C. § 301, which authorizes the operations of an executive agency, including
the creation, custodianship, maintenance and distribution of records.

5 U.S.C. 5379, 7531-332
15 U.S.C. 1501, et seq.
28 U.S.C. 533-535
35U.8.C.2
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41 U.S.C. 433(d)
44 U.S.C. 3101

the Electronic Signatures in Global and National Commerce Act, Public Law
106-229

Homeland Security Presidential Directive 12

IRS Publication-1075

Federal Preparedness Circular (FPC) 65, July 26, 1999.

Public Law 100-71, dated July 11, 1987

Equal Employment Act of 1972

Executive Orders 10450, 11478, 12065, 12107, 12564, 12656, 13164
5 CFR Part 537

DAO 202-957; DAO 210-110.

(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system
Moderate
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Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- Anonymous e. New Public Access h. Internal Flow or
Collection
¢. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

This is an existing information system in which changes do not create new
privacy risks, and there is not a SAOP approved Privacy Impact Assessment.

X This is an existing information system in which changes do not create new
privacy risks, and there is a SAOP approved Privacy Impact Assessment.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BIT) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* f. Driver’s License j- Financial Account

b. Taxpayer ID g. Passport k. Financial Transaction
c. Employer ID h. Alien Registration . Vehicle Identifier

d. Employee ID i. Credit Card m. Medical Record

e. File/Case ID

n. Other identifying numbers (specify):

*Explanation for the business need to collect, maintain, or disseminate the Social Security number, including
truncated form:

General Personal Data (GPD)

a. Name X | h. Date of Birth o. Financial Information
b. Maiden Name i.  Place of Birth p. Medical Information
c. Alias j.  Home Address X | g. Military Service

d. Gender k. Telephone Number X | r. Criminal Record

e. Age 1. Email Address X | s. Marital Status




f. Race/Ethnicity m. Education
g. Citizenship n. Religion
u. Other general personal data (specify): Spouse’s cell phone number
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t. Mother’s Maiden Name


































